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1. Introduction

Welcome to the NMCI Remote Access Service (RAS). Once the desktop support person has
configured RAS on your laptop, you can connect to the NMCI network while working away
from your assigned site.

You should use RAS when working away from your assigned site. Therefore, the instructions in
this guide are presented with the assumption that your laptop is not in a docking station and that
you plan to connect to the network from an analog telephone line.

1.1 PREPARING TO USE RAS

Before using RAS, you must first log into the NMCI network through the local area network
(LAN) connection at your site at least once. This enables a network profile to be established.

Note: While you are connected to the network though the LAN connection, you may also want
to make your H:\ drive available for offline use. This enables you to access your H:\ drive while
disconnected from the network.

2. MAKING A RAS CONNECTION

Follow the steps in this section to connect to the NMCI network while working remotely.

STEP 1: CONNECT YOUR LAPTOP TO A TELEPHONE LINE
To establish a remote connection you will need the following:

e A telephone (analog) wall jack. (DO NOT use a digital line.)

e Your NMCI laptop; and

e A regular six-foot telephone cable (similar to the one shown in the following picture).

L]

Figure 1 Telephone Cable

Note: If you do not know whether a telephone line is digital or analog, ask someone who is
familiar with the telephone connections at the site where you plan to connect to the network.

1. Connect one end of the telephone cable to the modem connector on the side of your laptop.

Note: Do not confuse the modem and network connectors on your laptop. The modem connector
has a picture of a telephone. The modem connector is indicated as number 1 in the following
picture.
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Modem
Connector

Figure 2 Modem Connector on Laptop

2. Plug the other end of the telephone cable into a standard telephone wall jack, as shown in the
following picture.

Figure 3 il'elephone Wall Jack

A picture of a complete connection from a laptop to a telephone wall jack is shown in the
following picture.

Figure 4 Laptop Plugged Inio Wall Jack

Note: If you use RAS outside of the United States, please be aware that the following countries
require a country-specific adapter: Austria, Belgium, Denmark, Finland, France, Germany,
Holland, Ireland, Italy, New Zealand, Norway, Poland, Spain, South Africa, Sweden,
Switzerland, United Kingdom. You can call the NMCI Help Desk at 1-866-THE-NMCI for more
information.

After you have connected the telephone cable to the laptop and the telephone wall jack, proceed
to the next section titled, “Step 2: Log Into Your Laptop”.
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STEP 2: LOG INTO YOUR LAPTOP

1. Press the Power button to turn on your laptop. Windows 2000 loads and the Begin Login
dialog displays.

Begin Logon X x|
# | t t card Clrl + &lt + Delete ta |
@ [EEy  nsertyoursmart card or press Chil + Al + Delets to log on.

Figure 5 Begin Login Dialog
2. Locate the Ctl + Alt + Delete keys on your keyboard.

3. Simultaneously press all three buttons. The US Department of Defense Warning Statement
appears.

i United States Dept et of e 1 =10 x|

This b Depament of Delere computs spsten. T
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sy ba eosmined .

e
Figure 6 US Department of Defense Warning Statement

4. Click on the OK button. The Logon Information window appears.
|_iLogon Information - TETF

= : - .
@ Enter a uzer name and Pazsword that iz walid for this eystem.

Uzer Mame: I

Password: I

Lan on ta: nadsusea

Logon using

™ Microsoft Dial-up Metworking
= fctiviard Gold Dial p Hetwarking

LCancel | (n[ 4 |

Figure 7 Logon Information Windows

5. Enter your user name into the User Name: field.
6. Enter your password into the Password: field.

Note: You must log on to Windows using your NMCI network user name and password.

7. Verify that your domain is selected in the Log on to: field. If it is not, click on the down
arrow at the end of the Log on to: field. A drop-down list appears. Select your assigned
domain. The domain name appears in the Log on to: field.
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8. Click on the OK button.

Note: A loss of profile message may appear since you have logged onto your laptop without a
network connection. If the message appears, click on the OK button to close the message box.
After a few minutes your desktop appears.

9. Proceed to the next section titled, “Step 3: Locate a Local/Toll-Free Access Number” if you
haven’t located an access number already. If you already have an access number, proceed to
Step 6: Connect to the Network Using PaL.

STEP 3: LOCATE A LOCAL/TOLL-FREE ACCESS NUMBER

Before you connect to the network using RAS, you must find a local or toll-free access number.
If this is your first time using access numbers, please read the following scenario to understand
the benefits gained by locating an access number. Then follow the steps below to locate an
access number.

Selecting a Local Access Number Scenario

Joe Smith is stationed at the Norfolk Navy base in Norfolk, Virginia. He has been temporarily
assigned to Andrews Air Force Base (AFB) in Camp Springs, Maryland.

When Joe arrives at the Navy facility on Andrews AFB, he wants to check Outlook to see if he
has electronic messages. To check his messages, Joe needs a local or toll-free access number to
connect to the network. Obtaining a local, or toll-free, access number enables Joe to call the
network without incurring long distance telephone charges.

Joe finds an analog line at Andrews AFB. He then asks a co-worker for the area code that must
be dialed when a commercial call is placed to Andrews AFB. He is told the area code is 240.
Next, Joe asks for the first three digits that must be dialed after the area code. He is told the first
three digits are 857. Now that Joe has this information, he can use the PaLL Phone Book to search
for a local or toll-free access number that he can use to call the network from Andrews AFB.

Next week Joe is scheduled to travel to a Marine base in Quantico, Virginia. Once Joe arrives to
the Marine base in Quantico, he will have to search for an access number that is either local or
toll-free when calling the network from Quantico, Virginia.

1. To search for an access number, locate the PaL icon on your desktop, as shown in Figure 8.

e T L]

Figure 8 PaL Icon on Dethob

2. Double-click on the PaL icon. The PaL Splash window (shown in the following picture)
displays.
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Figure 9 PaL Splash Window

Then the main PaL. window (shown in the following picture) automatically opens.
CEE—— |

el | oo | bout PaL |

m Your Last Phone Mumber
Lognte: [N |  Hewdox |
Hoit Passwiond |
I
I
I
Phisfes g =] £ Prenspes [J
Shgpn Farvinies]
Eefit Profee/Suln | [ Lie Colousted Prfin Mode Savn s Fav.
ergesi) | r| Fied
e | b | peewes |

' F'i'gu're'10' Main PaL Window
3. Click on the Phone Book button (circled in the picture above).

4. Either the Number Search window or the Name Search window displays. If the Number
Search window (shown in Figure 11) displays, proceed to step 5.

Or,
|
Area Code o L
A I
Frara bt M
Firﬁ:} Sl Plerm Muvbe Promvudes
digits of
e

‘ A= Gishage. 7= THICEL L =Locd Poatibly M)

u.uu-|u-5-h| | |:-u|| Hap |

Figure 11 Number Search Window

If the Name Search window (shown in Figure 12) displays, click on the Number Search
button. The Number Search window displays. You can then proceed to step 5.
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Figure 12 Name Search Window
Click in the Area Code field (shown in Figure 11).

Click in the first Phone Number field (shown in Figure 11).
Type the first three digits of the telephone number you are calling

Lo

Type the Area Code of the telephone number you are calling from.

from.

Click on the Search button (also shown in Figure 11). The bottom portion of the window

displays a list of access numbers (shown in Figure 13) that are local (or toll free) when dialed

from your current location.

Enter Your Phang Number

x|

NOTE: This search is far
United States and Canadian
Area Code 240 numbers. For other
countries use:
Phone Mumber [ga7 . -
Hone Secch
City State  Phone Mumber Provider Speeds

L Capiol Heights 30K56 MD  (300) 7780017 UUKET DAN Lipto.30

L Capitel Heighis Isdn MO (301) 778-0008 UUNET DN isdn/57.6

L Ricochet wirels. 30K56 333 UUNET DAN  Upto'/90

5 WatsV.30%2 (8005721353 UUNET Classic Uptot/.90
$ = Surcharge, T = Tol Call, L = Local (Possibly Metered)

Update | Name Seach| ok | Cancel | Help |

Figure 13 Number Search Window

10. Click on a number to select it.
11. Click on the OK button. The Prefix/Suffix window appears.

[~ How da you dial fram this location?

To Disable call waling -

—

—

Dialing Prefix
Dialing Suffix

™ Use Puke Dial

what kind of call do pou want to make?

© Local Call
© Local Call with Area Code:

1 am e [Hrited States -

Mumber to be disled: 1 800 210-0465

Figure 14 Edit Prefix/Suffix Window

* Long Distance Call

" Intemational Call

12. Proceed to the next section titled, “Step 4: Enter the Applicable Prefix Information”.
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STEP 4: ENTER THE APPLICABLE PREFIX INFORMATION

Does the location you are calling from require you to dial one or more numbers to access an
outside line? If the answer is no, click on the OK button to close the Prefix/Suffix window.
Then proceed to the next section titled, “Step 5: Save the Access Number”.

Or, if the answer is yes, go to step 1 below.

1. Look at the To Disable call waiting ficld.

2. Verify that None is selected. If None is not selected, click on the down arrow at the end of
the To Disable call waiting field. A drop-down list appears. Select None.

3. Click in the Dialing Prefix field.

4. Type the prefix you must dial to access an outside line. (For example, if you must dial 99—

or any other number—to access an outside line enter the applicable number(s) in the Dialing
Prefix field.)

5. Click on the OK button. Both the access number you selected and the prefix you entered (if
applicable) display in the Phone Number field. (In the following picture, 99 was entered as
the prefix that must be dialed to access an outside line.)

PAL - a x|
Dial | Setup | AboutPaL |
a] Your New Phone Number

Laginte: My NMCI Conrection x| MewHost |

Host Password

L f
Phone number. |99, 301 4730236 =l Phane Book

Show Favorites

Eoit Profs/Suffs | T Uss Caloulsted Pt Mods

Dialing from: I j Update Fav.
Close | Help | Connect |

Figure 15 Phone Number Field Displays
Selected Number

6. Proceed to the next section titled, “Step 5: Save the Access Number”.

STEP 5: SAVE THE ACCESS NUMBER

Once you select an access number for a location, you can save the number as a Favorite. You can
then select the access number from the Favorites list whenever you need it.

The following scenario provides information on the benefits gained by storing access numbers.
Once you have read the scenario, you can perform the steps to save the access number you just
selected.
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Saving a Favorite Number Scenario

Last week Joe Smith was temporarily assigned to work on Andrews AFB in Camp Springs,
Maryland. Joe searched for an access number while visiting Andrews AFB a month ago. He
saved that access number in his Favorites list.

This week Joe is at the Marine base in Quantico, Virginia. Next week Joe has to go back to
Andrews AFB to perform a few additional tasks. When Joe returns to Andrews AFB, he can
select the stored access number from his Favorites list. This keeps Joe from searching for an
access number when he returns to Andrews AFB.

1. The main PaL window should still be opened. Click on the Save As Fav. button.

PAL - E |
Dial | senp | Apouread |
m] Y¥our New Phone Number
Logniz [My MM Corvmeion = HewHoat
Fiast Password |
[
|
|
Phane rumber [38, 301 473.0236 =] Prone ook
Show Favarbes
£ FefeSuls | ™ Use Caludsd refMade
Diairg hom | ~] [
Close | Help I Conrect |

Figure 16 Save As Fav. Button
The Save Call Setup window displays.

Save Call Setup g

PL

Phone Mumnber: 39, 300 778-0017

Enter a name for this setup:

|
(u] 4 I Cahcel | Help |

Figure 17 Save Call Setup Window

2. Click in the Enter a name for this setup: field.

3. Type a name that will help you identify the local access number you just selected. (For
example, Joe Smith might type Andrews AFB to identify his stored access number for
Andrews Air Force Base.)

4. Click on the OK button. The Save Call Setup window closes.

5. You should now proceed to the next section titled, “Step 6: Connect to the Network Using

Pal”.
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STEP 6: CONNECT TO THE NETWORK USING PAL

The main PalL window should be opened. (If it is not, double-click on the PaL icon on your

desktop to open the main PaLL window shown below.)
=

Dial | Setup | About PaL |

B] AndrewsAFB

Laginto: | My NMLI Cornectian T
Host Pazswand
I
Pmmm x
Edit PrefiwSulie | [ Usa Calculated Prafis Mode
Dinghere: | |
Coze | Hep | Comsat |

Figure 18 Main PaL Window

1. Verify that the desired Favorite displays in the Phone number field. If the desired Favorite
is displayed, proceed to the next step. If the desired Favorite is not displayed, click on the
Show Favorites button. Your list of Favorites displays. Select the desired Favorite.

2. Click in the Host Password field (shown in the following picture).
foas A x|

Disl | Seup | About PAL |

ﬁ] AndrewsAFB

Loginte: |My NMCI Cornection | HewHon

] -

E it Prefin/Suffie | [ Usa Calculated Prfis Mode

Disling o |

O | Hep | Coneat |

Figure 19 Host Password Field on
Your Last Phone Number Window

3. Type the RAS password from the Help Desk.
4. Click on the Connect button.
5. Wait while your system connects to the NMCI network.
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6.

ﬂ “f'our Last Phone Mumber
49,.18005721353

—Ewent Log

P! Network Call Status o =] |

placed on or gent aver this system may be monitored. Lze of this Dol
computer system, authorized or unauthorized, constitutes consent o
manitoring of this system. Unauthorized use may subject wou to criminal
prazecution. Evidence of unautharized use collected during monitoring may
be used for administrative, criminal or adverse action. Use of this system
constitutes congent to maonitaring for these purposes.

Opening Part...
Port Opened
Dialing...
Netwark Logan
Connected!

A

L]

~ Disconnect Timer

| after B0 minutes online | Stop/Edit Timer I More Time

Save Az Default |

Disconnactl Fedial | CaIISetupl Help |

Figure 20 Network Call Status Window

The PAL window automatically minimizes and a set of computer icons (as shown in the

following picture) appears in the lower right corner of your desktop area once a connection
has been established.

WEBRTIDL 11:16 AM

Figure 21 A Set of Computer Icons

STEP 7: LOG INTO THE PERMIT/CLIENT

1.

Important Note: It is important that you do net try to access any network applications,
drives or folders at this point.

You may now proceed to the next section titled, “Step 7: Log Into the PERMIT/Client.”

Locate the red T in the lower right corner of your desktop. The red T is near the time
display, as shown in the following picture.
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e

Figure 22 PERMIT/Client Icon (Red T)

2. Place the mouse pointer over the red T and press the right-mouse button. The following
pop-up menu displays.

w01 PKI YPM Gateway

v Advanced Users

Login Certificate
LogaffCertificate

D e |4

Change Password
Certificate Manager
Mew User

Login at Startup

N

Reload Policy

Help

Ahouk PERMIT/Client, .

Disable ERMIT,l’Cllent
[ T

Flgure 23 PERMIT/Client Menu

3. Select Login Certificate. The PERMIT/Client Login window (shown in the following
picture) displays.

Ch lificat -
R o] =
[2]
Fath: [, Mimestephoert Erowse |
User File Iapp certp12 j
Password |******“1
QK I Cancel |

Figure 24 PERMIT/Client Login Window

Click in the Password field.

5. Type your Personal Security Password. (This is the password you created when you
requested your certificate.)
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6. Click on the OK button. A message window appears stating that a secure tunnel is being

created.
R IMEOSOTEP
Creating 5 T | with -
reatlng% 35_?%;41?8 1t _I
[~

Figure 25 Message Window

Then a status message quickly displays.

0 '.'.'-*:-'.'-'.
S
= TIMESTEP
Creating Subnet Sas. .. ;l
Ie

Figure 26 Status Message

7. Wait until the red T changes to a green T. Also, a black box (with a padlock) displays around

the green T. And, lastly, a second set of computer icons appears near the time display (as
shown in the following picture).

EQQ@@ 12119 PM

] HE TR e I IAT o apl

Figure 27 PERMIT/Client Icon Turns Green

Important Note: It is important that you do net try to access any network applications, drives
or folders until the red T turns green and the second set of computer icons appear near the time
display.

8. You may now proceed to the next section titled, “What to expect once remotely connected to
the network™.
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3. WHAT TO EXPECT ONCE REMOTELY CONNECTED TO

THE NETWORK

e You may not see your H:\ drive in the My Computer window (or Windows Explorer

window) until you browse My Network Places.

Note: If you make your H:\ drive available for offline use, you will always be able to access
your H:\ drive—even when you are not connected to the network.

e  When browsing My Network Places for the first time, your mouse may display an
hourglass icon for about 45 seconds while the network authenticates your user account

information.

e Your laptop performance is slower when using a RAS connection than it is when using
the LAN connection. You will particularly notice this when sending and receiving large

documents while connected remotely.

4. VIEWING YOUR H:\ DRIVE (HOME FOLDER)

To view your H:\ drive (Home Folder), follow the steps below.

1. Locate the My Computer icon on your desktop.
L]

Vam

Iy
Cornputer

Figure 28 My Computer Icon

2. Double-click on the My Computer icon. The My Computer window opens.

& My Computer (WLRRASODOM0L)

JRT=TEY|

= Edt Vew Favortes Tock Hep | @ |
- - = - (5] | hseach HFoders (Ftstory | B O X | -

Address & My Compter [WLRRASDODD1 Y =] e
- b | -~

2= . = W2\

C W) Contral Py !'H!'HF:'OH 3% Flappy

M'f CDI‘I‘ID uter naespaerfs.., L8]
(WLRRASO00001)

Select an it2m bo view ks desoription.

Displarys the files and halders on your

conpitet

¥ -}

My Documen

My Network Plages

Bstrerk and Dishup Conmections
7 chijsctis) W= My Computer

Figure 29 My Computer Window With H: Drive Circled

Your H:\ drive icon should display, as shown in the above picture.

Each user’s H:\ drive has a different name since the H:\ drive is named as follows:

user.name$ on server

The user.name is the name entered to log onto the NMCI network. And, the server is the name of

the server that contains your H:\ drive.
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If your H:\ drive does not appear in the My Computer window, proceed to the next section.

41 CONNECTING TO YOUR H:\ DRIVE (HOME FOLDER)

To map a shortcut to your H:\drive follow the steps below. The My Computer window should
still be opened:

Note: You need to know the name of the server that contains your H:\ drive (Home Folder). If
you do not have this information, you can call the Help Desk (1-866-THE-NMCI) and ask a
Help Desk agent for this information.

1. Select Tools from the menu bar. The Tools menu appears.

=olx]

J File Edit Wiew Fawvorites | Tools Help

J d=Fack ~ = - | @Se Map Metwork Drive. .. ; q; 54 @| »
Disconnect Metwork Drive. .,

Jnddress I@ Iy Computer Synchronize. .. j @Go

||.[j] .‘;I T Felder Options. . w4

Figure 30 Tools Menu

2. Select Map Network Drive. The Map Network Drive window appears.

Map Network Drive & x|

‘Windows can help you connect ko a shared netwarl Folder
and assign a drive letter to the connection so that you can
access the Folder using My Computer,

Specify the drive letker for the connection and the Folder
that you want ko connect to:

Drive; E: 2
Folder: || al Browse, .. |

Example: \\serverishare

¥ Reconmect at lngon

Connect using a different user name,

Create a shortcut to a Web folder or FTP site,

ceet | een | [coned ]
Figure 31 Map Network Drive Window
Click on the down arrow at the end of the Drive field. A list of letters appears.
Select H.
Click in the Folder field.

Type two back slashes, the server name that contains your H:\ drive, a single back slash, your
user name and a $ sign as follows:

AN S

\\servername\user.name$

Example: Jane Smith’s user name is jane.smith. Jane’s H:\ drive is on the naduseas server. Jane
must type the following in the Folder: field: \\naduseas\jane.smith$

Naduseas is the name of the server. Jane.smith is Jane’s user name. And, Jane added the $, since
her H:\ drive is a folder that is hidden from all other network users.
7. Ensure that the Reconnect at logon checkbox is checked.

8. After you complete the Folder field, the Finish button becomes enabled. Click on the Finish
button.
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X

ect to a shared network Folder
and assign a drive lstter o the connection so that you can
access the Folder using My Comp

[{Map Network Drive

Specify the drive letter for the connection and the folder
that you want to connect ko

Figure 32 Map Network Drive Window

A message appears telling you that the application is attempting to connect to the
\\servername\user.name$.

9. Wait while your H:\ drive is mapped to your laptop. Once your H:\ drive is mapped, the icon
for your H:\ drive appears in the My Computer window.

5. TASKS YOU CAN PERFORM WITH A RAS CONNECTION

You can perform all of the same tasks with a RAS connection that you can perform when you
access the network using the local area network connection at your site, including:

e Access the Internet;

e Use Outlook to Send/Receive Mail,

e Access Your Outlook Calendar;

e Access information stored on your H: drive and other Network Folders;

e View the NMCI Portal (which lets you access an online banking page for the Navy Federal
Credit Union, view stock market information, access your service records and more); and

e Use the Navy\Marine Corps White Pages (which enables you to search for people and
commands in the Navy and Marine Corps).

6. DISCONNECTING YOUR RAS CONNECTION

When you are ready to disconnect from the network, follow the steps in this section.

1. Close all windows and applications (i.e. Outlook, browser windows, etc.) that are using the
RAS connection.

2. Locate the Network Call Status button on the taskbar.

Hstart| | TN E <2 D P> D || lnetwork call status WEY LooRYOBa® 1219m
Figure 33 Network Call Status Button

3. Click on the Network Call Status button. The Network Call Status window (shown in the
following picture) displays.
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Pl Network Call Status o =] B

ﬂ “Yaur Last Phane Mumber
9,.18005721953
r~Event Log
placed on or sent over this system may be monitored. Use of this DoD ;I
computer system, autharized or unauthorized. constitutes conzent to
manitoring of this system. Unauthorized use may subject you to criminal
prosecition. Evidence of unauthonized use callected during monitoring may
be used for administiative, criminal or adverse action. Use of this system
congtitutes conzent to monitoring for these puposes.

Opening Port
Port Opened.
Dialing...
Metwork Logon
Connected!

[«1

i~ Disconnect Timer

I~ ter [ED minutes orline | Stop/Edit Timer | More Time |

Save As Default

Dlsconnectl Hedial | Ea\lSetupl Helg |

Figure 34 Network Call Status Window

4. Click on the Disconnect button. Your network connection is terminated and one set of
computer icons disappears.

5. Click on the Cancel button to close the Network Call Status window.

PLNetwork call Status E =] 5 |
ﬂ *four Last Phone Numbsr
99,703 9350612
—Event Log
computer system, authorized or unauthorized, constitutes consent to |

monitoring of this system. Unauthorized use may subject youto criminal
prosecution. Evidence of unauthorized use collected duting manitoring may
b used for adminisiative, criminal or adverse action. Use of this spstem
constitutes consent to monitoring for these puposes

Opering Pat..

Port Opened

Disling

Netwark Logon

Connected!

Disconnectsd! =

i~ Disconnect Timer

™ after |50 miriutes online  Stop/Edit Timer More Time
Save As Default

Cancel ”ml EaIISetupl Help |
Figure 35 Network Call Status Window

6. Next you must log out of the PERMIT/Client. To do so, right-click on the green T icon. The
PERMIT/Client menu displays.

v’ 01 PKI YPN Gateway

v Advanced Users

Logoff Certificate

I De A

change Passvard
Certificate Manager
Mew User

Login ak Startup

=

Reload Policy

Help

about PERMIT/Client, .

Disable ERMIT,l’CIlent
| s il ]

F|gure 36 PERMIT/Client Menu

16 CM#: NMCL60016-01.U+6



Remote Access Service User’s Guide

7. Select Logoff Certificate. You are logged out of the PERMIT/Client.

7. RESETTING/CHANGING YOUR PAL PASSWORD

To reset or change the password you type to connect to the network using Pal, you should
contact the NMCI Help Desk.

Note: This is NOT your Personal Security Password, which you enter into the PERMIT/Client
login window.

Alternatively, you may visit https://www.ani.uu.net/english/default.asp and log into the site using
your NMCI user name and password. You should then follow the instructions posted on the site.
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